Encryption methods overview
Symmetric / Asymmetric

https://www.youtube.com/watch?v=QhwcD4XHHJ8

Symmetrische Verschliisselung

5 Personen

4 geheime Schliissel pro Person
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https://www.youtube.com/watch?v=QhwcD4XHHJ8

Asymmetrische Verschliisselung
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Caesar (monoalphabetical substitution - The order of symbols remains unchanged)

https://www.scaler.com/topics/caesar-cipher-python/

ABCDEFGHIJKLMNOPQRSTUV WXYZ

Left Shift by 1
v

BCDEFGHIJKLMNOPQRSTUVWXYZA



https://www.scaler.com/topics/caesar-cipher-python/

Vigeneére (polyalphabetical substitution - each letter is encrypted using a different cipher
alphabet based on a repeating keyword)

https://www.youtube.com/watch?v=SklcmCaHqgS0
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Ciphertext:
LXFOPVEFRNHR

XY JKL
RlsITIUIVIWIXIYIZIAIBICIDIE!FIGIHI |J|KILIMINI0|PIQ
STUVWXYZABCDETFGH JKLMNOPQ

TIUIVIWIXIYIZIAIBICIDIEIFIGIHI IJIKILIMINIOIPIQIRIS

VWX
WMHHHMNQNHHQNHHMHWMNHNMQ“U
WX YZABCDEFGHI JKLMNOPQRSTUV

c J QRS
X|Y|Z/AIBICIDIE|FIGH|I|J|K|L|M|N|O|P|QIR|S|T|UIVIW
YZABCDEFGHI JKLMNOPQRSTUVWX

ABCDEFGHI| JKLMNOPQRSTUVWXYZ
3 AIABCDEFGH ! JKLMNOPQRSTUVWXY2Z
Plaintext: B[B/C/D/EF|G/H| 1 J|K/LIMN/O/P|QIRS|T/UIVIWIX Y |ZIA
¢ CICDEFGHI| JKLMNOPQRSTUVWXYZAB
D[D/E|F|GIH|1|)KILMIN|O|PQIR|S|TIU|VIWIX|Y/Z|A[BIC
ATTACKATDAWN EIEFGHI JKLMNOPQRS X ZABCD
F|FIGHI 11 J|K|L/MIN|O|PQIR|S|T UIVIW/X|Y Z|A|B/CID E
GIGH!I JKLMNOPQRS X CDEF
Key: HIK[1| )KL MINolplalR|s|Tlulviwix|v|z[a|s|c|o|E|F o
I|[ JKLMNOPQRSTUVWXYZABCDEFGH
) JIKILIMINIOIPIolk|s|TIUIVIWleY|z|A|BICIDIEIFIGIHIl
LEMON KIKLMNOPQRSTUVWXYZA cD FGH I )
L{L/M/N/OIPIQIRIS|TIUIVIWIXY|ZIAIBICIDIEIFIGIH|I K
. MIMNOPQRS U XYZABCDEFGHI!I JKL
Keysh'cam, N NIOIPIOIRISITIUIVIWIXIYIZIAIBICIDIEIFIGIHI lIJIKll-lM
OJOPQRSTUV YZABCDEFGH LMN
P PlolnlSITIUIVIWIXIYIZIAIBICIDIEIFIGIHI JIKIL NG
LEMONLEMONLE QQRSTUVWXYZABCDEFGH MNO P
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https://www.youtube.com/watch?v=SkJcmCaHqS0

Skytale (Transposition - Sparta / Ancient Greek) - Order of symbols gets rearranged!

https://medium.com/tech-is-a-tool/the-birth-of-security-the-scytale-94d472aa480d



https://medium.com/tech-is-a-tool/the-birth-of-security-the-scytale-94d472aa480d

Enigma (Germans / WW Il - polyalphabetic substitution cipher
substitution alphabet changes after each keystroke)

https://www.darkreading.com/threat-intelligence/enigma-cipher-device-secrets-cyber-pros
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https://www.darkreading.com/threat-intelligence/enigma-cipher-device-secrets-cyber-pros

Diffie-Hellman (asymmetric key agreement-method - shared secret is established without

key transmission)

https://www.practicalnetworking.net/series/cryptography/diffie-hellman/
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https://www.practicalnetworking.net/series/cryptography/diffie-hellman/

